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ABSTRACT: The goal of this paper is to build an automated

fix generation method to prevent SQL injection vulnerability from
plain text SQL statements. In an automated method approach, a
server will gather information about previously known
vulnerabilities, specifically SQL statements, generate a patch, and
apply patch. The process can be completed by someone with no
security expertise and secure legacy code, which will allow
developers to fix the SQL injection vulnerability.

Database services having interactive web applications targeted by
an SQL Injection. Data as a input is given by the user and that
input is used as to form SQL statement at runtime in these
applications. An attacker might input a malicious or harmful query
segment when user inputs any SQL statement during SQL Injection
attacks, which could result in a different database request.
Sensitive/Confidential information can be add or modify by an
attacker by SQL Injection attacks. SQL Injection vulnerability can
also be used by an attacker as a rudimentary IP scanner. There
are several paper published in literature having discussed that
how to prevent SQL Injection attacks in the database at runtime,
by examining dynamic SQL query semantics. However, for secure
stored procedures in the database layer / application layer a very

less attention is given, which can also be suffer from SQL Injection

such as credit card details, usernames, passwords, names,
address, phone, email id etc.[1]

Structured Query Language injection is the liability that
when attacker gets the ability with sql queries which is
passes to a back-end database. The query which is passed by
the attacker to the database, the attacker can allows the
query to database which is supporting element with database
and our operating system. Any Sql Query that accepts the
inputs from the attacker sides can harms our real web
application.SQL queries in relational database tables
mostly.[15]

Attacker try to inserted malicious SQL query into an entry
field for execution the query so that they can dump the
database or alter the database i.e. this technique is called
code injection technique. So this type of attacker is also
called attack vector for websites and this type of attacker is
used by any type of SQL database. [2]

According the study last year , security company Imperva
find that the most web application is attacked 4 times per

month and other side retailers company is attacked by 2

attacks. times per month. That is not a good sign on the behalf of
KEYWORDS: SQL QUERY, IP SCANNER, DATABASE, security.
SQL INJECTION, ATTACKS.
1. INTRODUCTION
Structured Query Language injection is one of the most
challenging fact to impact on the business because it can
explore all of the sensitive information which is stored in
our database, including most highly important information
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1) SQL Injection Attack Steps:

e  SQL injection is a process to find the query which

is enter by the user for execution the command.

e  SQL attackers create crafted input data so that SQL
interpreter have to accept the query and give the
permission to execute the commands and give his

desired results.

e SQL Injection attack breaks the security in the
database layer. When attacker breaks the SQL
injection flaw then attackers can drop , modify ,

create ,alter our sensitive database.

2. LITERATURE REVIEW

Our web applications allow the visitors to enter or submit or
retrieve database using any web browser through the
internet. These type of data have to centralized so that they
can store data which is needed for websites. If any Suppliers
, Employees , a host of stakeholders , customers etc. want to
achieve specific content from database side then he can
receive it .Company statistics , User Details , Financial and
payment information etc are stored in our database which is
access through custom web applications. Our Database and

Web applications allow us to run our business regularly.[6]

95

The Process which attempts to pass commands or
statements of SQL for execution by the database over the
web application is called SQL Injection hacking technique.
If their attempts are right then our database allow hackers to
view their desire information from the database and he can
hampers our database. And can do everything which he
want.[7]

For example Like feedback forms , Shopping carts , Search
pages , product and support request forms, shape modern
websites , provide businesses and login pages etc pages are
very necessary to communicate with customers for keep our
customer in touch. [8]These types of pages of websites are
very to use customer. These types are pages are suspicious
for SQL hackers and first of all they attempts to try on these
pages .We can not hide these type of pages on website. If
we do it then our client cannot be touch with us. So hacking

the website is becoming very easy task for Hackers.

A database is a collection of logically related tables and
Distributed Database is a huge collection of such databases

distributed over a computer network.[14]

B. For Simple Example

For accessing the database , normal user would input their
username and password to enter their profile and access his
personal details and change the contents which is allow by
the administrative section i.e. authenticate user are allowed
to access our database. [4] In other sides, our web
application which controls the authentication page will first
of all communicate with our database through the specific
planned commands so that they can filter that he is
authenticate user or not. In the case of valid user , database

allow to access the contents.

In other sides, In case of SQL Injection, Specifically craft
SQL commands with the intent of passing the login form
difficulty is inputted by the hacker. If client inputs are not
properly sanitized then commands are directly executed and

hacker enter our database. And in case of SQL Injection
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vulnerabilities, Hackers are eligible to communicate with

our database directly.

Dynamic script languages like PHP , JSP, ASP.NET . CGlI
etc are the target technologies by the hacker. By knowledge
of SQL queries and creative guess the attacker attempts to
hack the database in a web browser. For publicity, our
website needs to be public so our security mechanisms will
allow to be public with our application/s (generally over
port 80/443).

3. PROBLEM DOMAIN

With over 20% of all web wvulnerabilities that is being
Related to sql injection, this is the most prevalent type Of
application security and also the second most common
Software vulnerability which have the find and prevent
Capability .sql injection always must be on high Priority for
web developer and also for security basis. Generally a sql
injection attack diminishes any web Application software
which has not provided a proper Validation or we can say
coded by a user given input Data. [9] At last that input is
used as a part of query again Any back-end database. Take
example, when we create Any form it asks for id.

Url:http://www.somewebsite.com/id/id.asp?id=someda Ta

is created after that. An attacker who is using sqgl injection
may enter any Data or “1=1". At the particular time if the
application Software of the web is not given proper
validation or Incorrectly encoded the user given data that is
directly Send to the database, and as well as input with the
Vulnerable query will reach there in reply that will Expose
all ids in the database since the condition “1=1" Is always
true. The example given is a basic example but It illustrates
the importance of sanitizing user input data Before using it
in a sql query or sgl commands.

4, SQL INJECTION IMPACT

When a hacker feels that a system is ready to sql Injection
attacks, he is now able to insert sql query/ Commands to the
database through an input from field. This is similarly like
as to say attacker comes to make Changes in our database

and allowing him to do insert or Delete like drop to the
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database. Execution of arbitrary sql statements on the
vulnerable System may be done by an attacker. This may
break the Integrity of your system database and/or exposure
of all sensitive information’s. It depends on the back-end
Database, sqgl injection vulnerabilities can be lead to
Varying levels of data/system access to the attacker. [7]
Manipulate in any existing queries, to union that is Used to
select related information from two tables use Sub-selects
arbitrary data, or append additional queries. Some of the sql
servers like Microsoft sql server Contains stored and
extended procedures for database Server functions. In
certain cases, it can be possible to Read in or write out in
files, and can execute shell Commands on the underlying
operating system. Data is being stolen through the various
attacks at all the time. Hackers rarely get caught which are
more expert. Any attacker that can obtain access, it could
spell Disaster. A sqgl injection attacks involves the
Modification of sgl statements that are used in a web
Application through the wuse of attacker-input data.
Unfortunately the harm of sgl injection is only found when
the theft is discovered. Improper validation and improper
construction and incorrect input of sgl Statements in web
applications can lead them theft to Sql injection attacks. [6]
Thus sql injection is a potentially destructive and prevalent
attack that the open Web application security project
(owasp) listed it as the number one threat to web
applications.

5. SIMULATION RESULT ANALYSIS

Sql injection can helps to retrieve sensitive information like
password or credit card details, To prevent sql injection
developer should has to take some measure steps like use
session in place of query string to transfer value from one
page to another. Store sensitive information like password
or credit card to XML or file system which is not easily
accessible. If using Query string is necessary try using URL
Encoding technique.

Now a day’s some DBMS like MS Sql server supports

regular expression validation which protect data insertion
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like “ © “. All DBMS doesn’t supports “ © “ handle it is very

necessary replace it with some other character.

Welcome to the SQL Injection application.

DI

ed in as: ' Or 1=1 —' AND Password="

Other Sample Pages

BadProductlist -- Product List that 15 vulnerable to SQL Injection
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}

else

{
IbIMsg.Text = "Login attempt failed.";

}

cnx.Close();

/[Prevention

BetterProductlist -- Product List that is still vulnerable but that vses a lower privledge account to minimize damage

EncryvptCrxString -- Utility for encrypting any string: use if to mu:r_*.‘pt%ltl

UGSV indBest connection string m web.config.

AddSecurellzer -- Adds new users to SecureUser table; password will BnixasGehfijurationSelfingd. AppSettings[“cnxNWindBetter"

Product List

Product Filter: |- UPDATE Products SET UnitPrice = 0.00 WHERE Productld = Set

Productld ProductName QuantityPerUnit  [UnitPrice
1 Chai 10 boxes x 20 bags |01
2 Chang 24 - 12 oz bottles [19.0000
3 Aniseed Syrup 12 - 550 ml bottles |0.0111
4 Chef Anton's Cajun Seascning [48 - 6 0z jars 22.0000
5 Chef Anton's Gumbo Mix 36 boxes 21.3500
6 Grandma's Boysenberry Spread |12 - 8 oz jars 25.0000
7 Uncle Bob's Organic Dried Pears|12 - 1 Ib pkgs. 30.0000
8 Northwoods Cranberry Sauce |12 - 12 oz jars 40.0000
9 Mishi Kobe Niku 18 - 500 g pkgs.  |97.0000
10 Ikura 12 - 200 ml jars ~ |31.0000
12345678

OUR ALGORITHM STEPS ARE:
StringstrCnx=ConfigurationSettings. AppSettings[“cnxNWi
ndBad"];

SqlConnection cnx = new SqlConnection(strCnx);
cnx.Open();

string strQry = "SELECT Count(*) FROM Users WHERE
UserName="" +txtUser.Text + " AND Password="" +
txtPassword. Text + ""';
int intRecs;

SglCommand cmd = new SglCommand(strQry, cnx);
cmd.CommandType= CommandType.Text;

intRecs = (int) cmd.ExecuteScalar();

if (intRecs>0)

{
FormsAuthentication.RedirectFromLoginPage(txtUser. Text,

false);

I

using(SglConnection cnx = new SqlConnection(strCnx))
{

cnx.Open();

SqlCommand cmd = new SqlCommand("procVerifyUser",
cnx);

cmd.CommandType= CommandType.StoredProcedure;
SqglParameterprm=new SqlParameter
("@username”,SqlDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;

prm.Value = txtUser.Text;

cmd.Parameters.Add(prm);

prm = new SqlParameter
("@password",SqlDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;

prm.Value = txtPassword. Text;
cmd.Parameters.Add(prm);

string strAccessLevel = (string) cmd.ExecuteScalar();

if (strAccessLevel.Length>0)

{
FormsAuthentication.RedirectFromLoginPage(txtUser. Text,
false);

}

else

{ IbIMsg.Text = "Login attempt failed.";

}

}

6. CONCLUSION

IJSER © 2016
http://www.ijser.org



International Journal of Scientific & Engineering Research Volume 7, Issue 12, December-2016

ISSN 2229-5518

SQL attackers create crafted input data so that SQL
interpreter have to accept the query and give the permission
to execute the commands and give his desired results. SQL
Injection attack breaks the security in the database layer and
can alter, steal or destroy our database through using web
application.

Sql injection can helps to retrieve sensitive information like
password or credit card details, To prevent sgl injection
developer should has to take some measure steps like use
session in place of query string to transfer value from one
page to another. Store sensitive information like password
or credit card to XML or file system which is not easily
accessible. If using Query string is necessary try using URL
Encoding technique.

Now a day’s some DBMS like MS Sql server supports
regular expression validation which protect data insertion
like ““ © . All DBMS doesn’t supports “ © “ handle it is very

necessary replace it with some other character.
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